
Page  ‹N› 
Except where otherwise noted, this work is licensed under 
http://creativecommons.org/licenses/by-nc-sa/3.0/ 

MILAN 04.11.2015 
http://www.sicurezza.it 

Andrea Pompili 

apompili@hotmail.com  –  Xilogic Corp. 

IL LATO OSCURO DELL’IOT  
Come ritrovarsi una Botnet da Salotto sul 
Router ADSL di casa 

Andrea Pompili 

There are only 10 types  
of people in the world:  

Those who understand binary,  
and those who don't 
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01>  Gli utenti si lamentano che Internet va lento 

02>   
 DDoS in corso e gli consiglia il servizio  
 Anti-DDoS di Arbor Networks 
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> Il fornitore di Connettività ha certificato che si tratta di attacco 

DDoS nei confronti della filiale 

> C’è un firewall Linux con IpTables ma non espone nulla  

> Ci sono dei siti Web esposti dai tempi della nascita di Internet di 

cui sono morti gli sviluppatori 

> Il Dirigente di filiale ha dato disposizione di reinstallare tutto 

perché ha bisogno di Internet, quindi il tempo stringe… 

> … ma il servizio Anti-DDoS proposto dall’Operatore costa un 

occhio della testa 
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Reversing All Modules 
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Decompiling Modules 
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Reversing the Armed Module 
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mysql515 

kerne  
(BillGates) 

socket 

Heartbeat >> 

61.147.103.185:58275 

(command execution) 

/etc/crontab 

/etc/rc.local 

/etc/init.d/taskgrm~ 

/etc/rc.d/rc5.d/taskgrm ~ 

cnet2 

Ping Shell (8080) 

HTTP Shell (8008) 
> BindShell (8888) 

> Proxy Socks (1080) 

> File Manager 

Componenti del Malware 
61.147.103.185:8089 
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Aug 18 23:08:26 gis-firewall sshd[30935]:  

Failed password for root from 60.173.14.24 

Aug 18 23:08:30 gis-firewall sshd[30937]:  

Failed password for root from 60.173.14.24  

Aug 18 23:08:34 gis-firewall sshd[30939]:  

Failed password for root from 60.173.14.24 

Aug 18 23:08:38 gis-firewall sshd[30945]:  

Failed password for root from 60.173.14.24  

Aug 18 23:08:42 gis-firewall sshd[30950]:  

Failed password for root from 60.173.14.24 

... 

Aug 31 04:47:48 gis-firewall sshd[30759]: Accepted password for root from 60.173.14.24 

Aug 31 19:31:31 gis-firewall sshd[8525]: Accepted password for root from 61.147.103.185 

Come sono entrati? 

SSH brute force Attack 
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IptabLes|x 
Elknot 
BillGates 
Linux/AES.DDoS 
Linux/XOR.DDoS 
China.Z (?) 
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È sempre una questione di Soldi  
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Il mercato dei sistemi Embedded 
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Attacker Zovi) 
http://trailofbits.files.wordpress.com/2011/08/attacker-math.pdf 
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Domande? 
Italian 

 مَطَالبِ  أيََّة
Arabic  

¿Preguntas? 
Spanish 

Questions? 
English 

tupoQghachmey 
Klingon 

Sindarin 

 
Japanese 

Ερωτήσεις? 
Greek 

вопросы? 
Russian 


